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Abstract

Smart home devices are becoming more common in Ameri-
can households. Past research focuses on privacy notices and
choice mechanisms for smart home devices. Current notice-
and-choice mechanisms do not account for whether individ-
uals can make informed decisions about their privacy pref-
erences. Privacy negotiations allow individuals to negotiate
their privacy preferences and make informed decisions. A
design space for privacy negotiations to be present as well
allows data subjects to have greater say in their privacy pref-
erences and more control over their data and information. In
this poster, we present a preliminary design space for privacy
negotiations and discuss future plans.

1 Introduction

Over 45% of American households have at least one smart
home device [5]. Privacy concerns about smart devices and
their ubiquitous, long-term data-collection capabilities have
become prevalent [14, 15,25, 30].

Prior work has focused on the “notice and choice” mecha-
nisms, e.g., informing and then obtaining privacy choices [12,
20,21, 24,26]. Notice and choice mechanisms assume that
once individuals have information, they can make informed
decisions that best reflect their privacy preferences, which may
not be the reality. Sloan and Warner argued that notice and
choice are merely passive acquiescence rather than informed
consent due to the insufficient information that can fit into a
readable notice [23]. Social factors, such as employment and
social positions, can affect how truthful and protective these
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privacy decisions are [1,2,7, 8]. For example, tenants might
feel uncomfortable to voice privacy preferences in situ [28].

Therefore, to give individuals more agency in managing
their privacy rights, much more should happen between a
notice and a choice. One common example is privacy negotia-
tion. It allows data subjects to propose their preferred settings
rather than accept whatever is offered [3,28,31].

Past design spaces have focused only on privacy notices
and choices [12,21], sharing design dimensions, e.g., type,
timing, channel, and modality. We argue that privacy nego-
tiation is an emerging part of privacy communication and
is in need of a design space. Design spaces allow stakehold-
ers to systematically generate, iterate, and evaluate current
and future designs for privacy negotiation. They also provide
stakeholders with language to communicate the different de-
signs. The intended contribution of this work is as follows: a
design space for privacy negotiation and demonstrations of
how to utilize the design space.

2 Method

We adopted the QOC (Questions, Options, Criteria) Frame-
work to perform design space analysis [16, 19]. The QOC
framework has previously been used by Schaub et al. to ana-
lyze design spaces for privacy notices [21]. The QOC frame-
work starts with guiding questions to guide the ideation of
the options. We use the following question to ground the
ideation: What are the design space for privacy negotiations?
We then brainstorm design options with reference and inspi-
ration components surfaced from prior privacy notice and
choice work [12,21]. With the set of options, the research
team then applies a set of criteria to examine the options.

3 Preliminary results

We referred to previous privacy design spaces [12,21] and
propose the following design space for privacy negotiation
(See Figure 1).
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Figure 1: A design space for privacy negotiation & examples of using the design space We propose the 5 dimensions for
privacy negotiation: Reach, Timing, Design focus, Initiator, Modality.

Design focus: Negotiations can center around different fo-
cuses. The common design focuses from past research are
autonomy, security, and safety [9, 13]. The design of the nego-
tiation process can vary depending on the desired focus. For
example, if individuals are negotiating for autonomy, then the
process should focus on discussing individuals’ control. If the
focus is data subjects’ security, the negotiation process might
focus more on developing security protocols.

Reach: The physical presence of the devices and stakehold-
ers can affect negotiation, e.g., how and where negotiations
take place. Past research has found that people prefer to nego-
tiate ex ante [3]. This means devices’ built-in features might
not be helpful because their broadcasting and data collection
capabilities are limited to their physical reach. For example,
smart speakers’ built-in microphones can only capture sound
up to 10 to 30 ft. On the other hand, the reach of device own-
ers and primary users includes not only the devices but also
their surroundings and the property as a whole. They have
chances to put up signs or verbally inform the guests when
they arrive on the premises of the property, but are still outside
of the devices’ reach [11].

Timing: Negotiation can happen at different timings and at
different frequencies. It can happen in advance of the data col-
lection or when individuals are just about to enter the reach of
devices. Negotiation can also happen after the data collection
on how the collected data should be handled and the preferred
future collection practices [12]. Negotiation can also occur
frequently throughout the data collection: individuals can ne-
gotiate on demand, in context, or at preset frequencies [12,21].

Initiator: Negotiation can be initiated by various entities.
Device owners are perceived to have the most control over the
devices and therefore should be responsible for data collec-
tion [10]. Incidental users could also initiate the negotiation;
however, they might feel less inclined to do so to avoid social

awkwardness or retaliation [4,31]. Devices could also initi-
ate interactions with built-in features, such as privacy assis-
tants that facilitate negotiation when they register unfamiliar
voices [26]. Privacy assistants could also initiate negotiations
on behalf of their owners, either based on user-specified rules
or on their behaviors [17,18,22,27].

Modality: Negotiation can be initiated and conducted
through different modalities. Digital screens, as a visual
modality, enable people to easily interact and indicate their ne-
gotiation settings [24,29]. Audio, such as voice assistants, can
easily facilitate or even initiation negotiation that take place
in verbal communication [6,24]. Haptic feedback can also
initiate or serve as a reminder to initiate privacy negotiation.

4 Use cases

The design space allows us to generate design ideas by com-
bining different design space dimensions. It will also allow
us to evaluate designs from previous literature, map design
gaps, and iterate on existing designs. For example, one de-
sign combination could be negotiation initiated outside of
device reach and primary user reach, in advance, by primary
users, via visual property and designed for security. We en-
vision this design for short-term rental scenarios in Figure 1.
Texting interfaces could come with messaging prompts that
either encourage property owners to initiate the conversion or
introduce the negotiation by default.

5 Conclusion & future plan

We present a preliminary design space for privacy negotiation
in this poster, spanning design focus, reach, timing, initiator,
and modality. We plan to further ideate on the design space,
conduct more in-depth case studies on how existing systems
fit within it, and discuss how stakeholders can work with it.
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